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. i
Basics WIRESHARK

* Where to get it?
e https://www.wireshark.org/download.html
* Don’t just Google and download — you’ll end up with adware
and other crap you don’t need/want
* What is it?
* Full-featured tool for network traffic capture and protocol
analysis
* Easy to use, but lots of advanced features
e Started in 1998 with Ethereal (credit to Gerald Combs)

* Features
* Free and open source! Distributed under GNU GPLv2
* Extensible — write your own plug-ins and protocol dissectors

Currently on Version 2.0.X



https://www.wireshark.org/download.html

Wireshark Display Filters

F | charade_capture.pcap

— O >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
AW 1 ® Recs=F iE]Eaaam
| |ip.dst==1[].3.[].2[]&&bq:u.pnrt==8[] gﬂ ']Expressinn... +
Mo, Time Source Destination Protocal  Length Info ~
3654 285.955831 288.47.254 .67 18.3.6.26 HTTP 1141 HTTP/1.@ 288 OK (app..
3657 286.896976 288.47.254.67 18.3.8.28 HTTP 1141 HTTRP/1.@ 288 0K (app.
4196 292.474396 288.47.254 .67 16.3.6.26 TCP

66 B8 -+ 42994 [FIN, ACK]..

e Enter filters in textbox

* Use Expression button to get help creating filters
* Filter box is green for valid filter, red otherwise

* Click Apply to apply filter
* Click Clear to clear filter




More Display Filters . . .

* Boolean Expressions in Filters:
* The symbol for logical AND in TCP filters is && (you can use and and

&& interchangeably)

* The symbol for logical OR is || (you can use or and || interchangeably)
* Use parenthesis to form more specific Boolean expressions

* Wireshark generally doesn’t care about case except with matching a

specific string value.

* Some Examples:

Packets from 192.168.1.1

ip.src==192.168.1.1

Packets to and from port 80

tcp.port==80

From 10.10.3.2t0 10.10.3.40

ip.src==10.10.3.2 && ip.dst==10.10.3.40

To/from 10.10.3.2 on port 443

ip.addr==10.10.3.2 && tcp.port==443




More Example Filters

e | Descripon

HTTP All HTTP protocol packets

FTP All FTP protocol packets

TCP All TCP packets

ip.src == 192.168.1.1 All packets with a source IP address of 192.168.1.1

ip.dst == 10.10.1.1 All packets with a destination address of 10.10.1.1

ip.addr == 172.14.5.5 All packets with 172.14.5.5 in source or destination

address

ip.src == 192.168.1.1 All packets with source IP 192.168.1.1 and destination
&& ip.dst == 10.10.1.1 |p10.10.1.1

tcp.port == 80 All TCP packets going to or coming from port 80

ip.dst == 10.10.4.1 All packets destined for port 80 on host 10.10.4.1

&& tcp.port == 80
tcp contains “www.cnn.com” All tcp packets containing the string “www.cnn.com”



Real-time vs. Stored Traffic

e Real-time traffic analysis

* Tcpdump and Wireshark can capture and display traffic in real time.

* Must have root or Administrator permissions to put interface in
promiscuous mode.

* Must use careful filtering to make sense of network traffic — way
too much for real-time analysis

e Packet captures (.pcap)

* Tcpdump can efficiently capture packets and write to .pcap file for
later analysis.

* Must have root/Admin rights to capture traffic, but not required to
load captures in tools.

* Allows for more detailed analysis of traffic; however, incidents may
not be identified until long after the fact.



Stored Packet Capture Options

* Full packet capture
e Best possible scenario, but not always possible
* Must have network device that can ‘keep up’ with traffic

* Must have significant storage space (possible to ‘rotate’ captures
and age-out old files)

* Obvious privacy concerns (depending on the context)

* Headers only

» TCP/IP headers provide lots of data for forensic investigators; but
payload data is also very useful.

* Tcpdump’s ‘snaplen’ option allows configuration of amount of per-
packet data to grab

* Filtered packet capture

* To limit overhead, may want to only capture traffic to/from certain
devices on the network; filtering can achieve this.



Capture Filters: Berkeley Packet Filter
(BPF) syntax

* Wireshark capture is based on libpcap, developed in the
1980’s at the Lawrence Berkeley Laboratory

» Capture filter language uses Berkeley packet filter (BPF)
* An expression consists of one or more primitives.
* Primitives usually consist of an id (name or number) preceded
by one or more qualifiers
» Type: host, net, port, portrange, etc. (if no qualifier, “host” is assumed)
» Direction: src, dst, src or dst (if no qualifier, “src or dst” is assumed)
* Protocol: ether, wlan, ip, ip6, arp, rarp, tcp, udp, etc.

* Primitives can be combined using logical syntax: and, or

* Examples:
e dsthost 192.168.1.15
e src 192.168.1.33 and dst port 80

For more BPF syntax: http://biot.com/capstats/bpf.html




Packet Coloring

M Wireshark - Coloring Rules - Default ? X

Mame Filter

tcp.: is.f cp.a is.window_update

\P State Change hsrp.state != 8 hsrp.state != 16
Spanning Tree Topology Change stp.type =
O5PF State Change

ICMP errors icrm 3 || icmp.type eq 4 || icmp.type eq 5 || icmp.type eq 11 || icmpvb.type eq 1 || icmpvb.type eq 2 || icnpvb.type eq 3 || icmpy
ARP
CMP icmp || icmpvb
TCP RST tep.flags.reset eq 1
SCTP ABORT sctp.chunk_type eq ABORT
TTL low or unexpected A0 ip.ttl < 5 && !pin ipttl =1 &
Checksum Errors [ m_ba 5 m_| ad==1 || mstp.checksur
5MB smb || nbss || nbns || nbipx || ipxsap || netbios
HTTP http || tep.port == 80 || http2
IPX ipx || spx
DCERPC dcerpc
Routing hsrp || eigrp || espf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYM/FIN tep.flags 8 002 || tep.flags.fin ==
TCP tcp
upp udp
£ >
Double dick o edit. Drag to move. Rules are processad in orcar untl 5 malch i found.
+| = W

Ok Import... Export... Help

* Menu: View—2>Colorizing Rules ...




Capture Statistics

* From Statistics menu item
 Capture File Properties

 Start/stop time, number packets, OS, interface, etc.

* Resolved Addresses
* All hostnames and resolved IPs in capture

* Protocol Hierarchy — percentage of packets by
protocol

* Conversations
* Source/destination IP, #packets, #bytes, start/end
time
* Graphs
 TCP/UDP flows,

Statistics | Telephony  Wireless
Capture File Properties
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints
Packet Lengths
I/Q Graph

Service Response Time  }

DHCP (BOOTP) Statistics
OMC-RPC Programs
20West k
AMCP

BACnet »
Collectd

DMS

Flow Graph

HART-IP

HPFEEDS

HTTP »
HTTP2

Sametime

TCP Stream Graphs »
LUDP Multicast Streams

P Statistics r
IPwvb Statistics L4




Expert Information

‘ Wireshark - Expert Information - charade_capture

m|

*

Severity Group

v
1019: New fragment overlaps old data (retransmission?)
1021: New fragment overlaps old data (retransmission?)
1023: New fragment overlaps old data (retransmission?)
1025: New fragment overlaps old data (retransmission?)
1576: New fragment overlaps old data (retransmission?)
1577: New fragment overlaps old data (retransmission?)
1578: New fragment overlaps old data (retransmission?)
1579: New fragment overlaps old data (retransmission?)
1584: New fragment overlaps old data (retransmission?)
1586: New fragment overlaps old data (retransmission?)
1588: New fragment overlaps old data (retransmission?)
1590: New fragment overlaps old data (retransmission?)
1592: New fragment overlaps old data (retransmission?)
1736: New fragment overlaps old data (retransmission?)

B6050: Malformed Packet (Exception occurred)
¥ Warn Malformed
3525: Initial App0 segment with "JFIF" Identifier not found
5948: Initial App0 segment with "JFIF" |dentifier not found
Note Malformed
v Warn Protocol
629: basebd decode failed or is not enabled (check SMTP pre..,
770: basefd decode failed or is not enabled (check SMTP pre...
7360: baseb4 decode failed or is not enabled (check SMTP pr...
Note Protocol
Warn Sequence
¥ Note Sequence
326: This session reuses previously negotiated keys (Session ...
439: This session reuses previously negotiated keys (Session ...
465: This session reuses previously negotiated keys (Session ...
540: This session reuses previously negotiated keys (Session ...
£

Protocol

JFIF (JPE...

HTTP
SMTP

TCP
TCP
SSL

Count

2

.

Ll

Mo displz) filker set.

Limit to Display Filter Search:

I Show...

Close

Help

* Analyze—> Expert Info

* List of anomalies found in
capture file

* Quick and easy way to show
‘uncommon’ network
behavior

e Useful in troubleshooting
AND in identifyin
intentionally malgormed
packets

* Packets are grouped by
severity and by anomaly

type



Severity Group Protocol Count
Error Malformed TCP 14
Error Malformed PNG 1
Warn Sequence TCP 38

Warn Protocol SMTP 3
Warn Malformed JFIF JPEG) image 2
Note Sequence SSL 4
MNote Sequence TCP 178
Note Protocol TCP 8

Note Malformed HTTP 51

Chat Sequence TCP 905

Chat Sequence HTTP 748

* Severity
* Error (red): serious problem, e.g. malformed packet
 Warn (yellow): warning, e.g. app returned ‘unusual’ error code
* Note (cyan): notable, e.g. an app returned ‘usual’ error code
* Chat (blue?): info about usual workflow (TCP stream start/stop)

* Group
* Checksum: invalid checksum
e Sequence: non-contiguous or repeat
* Response code: unusual response code
Undecoded: dissector incomplete or otherwise insufficient
Reassemble: problems with reassembly
Malformed: packet malformed or can’t be interpreted



Hands on

e Download PCAPs:
e http://www.dnomyard.com/pcap/pcaps.zip

e Start with ftp_attack.pcap
e Canyou find FTP control and data traffic?
* Who logged on to the FTP server?
* What files did they download?

e Can you identify the chain of events and what was
exfiltrated?


http://www.dnomyard.com/pcap/pcaps.zip

Intermediate Features

* Follow TCP Streams

. DN5
ARP
TCP

195 Standard query response @x8f3f AAAA www.cnn.com CNA!
6@ Who has 128.173.54.1587 Tell 125.173.48.1
66 58282 » 8@ [SYN] Seq=08 Win=8192 Len=8 MS5=1460 WS=21
8192 Len=8 M55=1468 W5=21

Mark/Unmark Packet Ctrl+M
| Uni Packet ChrleD 1 128.173.48.1
Ignore/Unignore Pac n 3 Ack=1 Win=2928@ Len=@ Mj
Set/Unset Time Reference Ctrl+T 8 Ack=1 Win=29286 Len=8 M9
Tirme Shift... Ctrl+Shift+T 1 Win=65536 Len=@
Packet Comment... 1 Win=65536 Len=@
1 128.173.48.1

Edit Resclved Name 128.173.48.1
Apply as Filter » 370 Win=38728 Len=0
Prepare a Filter o bl

o ed PDU]
Conversation Filter Y 1k=2921 Win=65536 Len=0
Colorize Conversation 4
SCTP 3
Follow D TCP Stream
Copy » UDP Stream

55L Stream

Protocol Preferences 4

Decode As...
Show Packet in New Window

Zipped!

M Wireshark - Follow TCP Stream (tcp.stream eq 5) - wireshark_pcapng_0825AAD1-0373-4F2C-0581-1.. — O x

GET / HTTP/1.1

Host: www.cnn.com

Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=06.8
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 16.8; WOWE4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/58.0.2661.87 Safari/537.36

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;g=8.8

HTTP/1.1 2688 OK

x-servedByHost: prd-18-6@-166-101.nodes.56m.dmtio.net

Cache-Control: max-age=6@

X-X55-Protection: 1; mode=block

Content-Security-Policy: default-src "self’ http://*.cnn.com:* https://*.cnn.com:*
*.cnn.net:* * . turner.com:* *.ugdturner.com:* *.vgtf.net:*; script-src ‘unsafe-inline’
‘unsafe-eval’ 'self’ *; style-src ‘unsafe-inline’ ‘self’ *; frame-src 'self’ *; object-src
‘self’ *; img-src "self® * data:; media-src ‘self’ *; font-src 'self’ *; connect-src 'self’
*.

5
Access-Control-Allow-Origin: *

Content-Type: text/html; charset=utf-8

Content-Encoding: gzip

Via: 1.1 wvarnish

Fastly-Debug-Digest: 1e2863@328672a50569b8cBa29983cas81f3ef5033de74682ce90ec9d13686981
Content-Length: 21177

Accept-Ranges: bytes

Date: Tue, 26 Apr 2816 28:43:56 GMT

Via: 1.1 wvarnish

Age: 293

Connection: keep-alive

Set-Cookie: countryCode=US; Domain=.cnn.com

X-Served-By: cache-iad2137-IAD, cache-atl6225-ATL

X-Cache: HIT, HIT

X-Cache-Hits: 1, 521

X-Timer: 51461783436.333458,V50,VER

Vary: Accept-Encoding

3 cliere plet{z) 24 sarver pler(z) 5 tums.

Entire conversation {33 kB) - Show data as | ASCIT hd Stream EI
Find: | [ Findnext |
Hide this stream Print Save as... Close Help




Expanding Compressed Content

1. Follow TCP Stream
2. Note name of object in ‘TCP Stream’ window

3. From main window, choose
File 2 Export Objects = HTTP

4. Select the object (find filename from Step 2)

5. Choose save, then give filename with appropriate

extension
,,,,,,,,,,,,, U.E.(.+h.....&'Q.K.%k(..ﬂe....... k!DDCTYPE html><html class="no-js"><head><meta
3A.VN...L..V..¥.e.... o8.. r#..d&' .]---8.@ ..D.....zlF content="IE=edge,chrome=1" http-equiv="X-UA-Compatible"><meta
Mlocoooc S [P ! P U.4...D— sf re ...tuq, ..... charset="utf-8"><meta content="text/html" http-equiv="Content-
[footlocoooac LMo coooBoooooac RE..#%.U.w... Type"><meta name="viewport" content="width=device-width,
8.X|.k.@.....n.a....hi .}.Dgi..*:qg....1..»*L.2..... l@.zZ. initial-scale=1.8, minimum-scale=1.8"»<link
B..... X. " W.w....q.. RoW-G-Ea=L o A5 Moo href="/favicon.ie9.ico"” rel="Shortcut Icon" type="image/x-
T R SR VN | B DAL S * N S VIR S O S <....0WXg..}.X icon”/><1ink
25 fsoosocno: ax..... Ecooos C. €. ....J0D. .. href="http://i.cdn.turner.com/cnn/.e/img/3.08/global/misc/apple-
A TSRS ) SR TR I S S T M. ..., v..-th...}.5. touch-icon.png" rel="apple-touch-icon"
+i.WBFP. . ... 1[0 | B S S S R | [T | B 15[k e type="image/png"/><script>var CNN = CNN || {};CHN.pageTimer =
} ----- H.:f..?EV.iE.D..G.....:],;.PD: -------- . .v..... E- {"interval”:28,"isVisible":true, "pageType™”:"section”, "resetDelay




Basic File Carving

* If you want to follow along . ..
* Open charade_capture.pcap

* Find TCP stream containing ‘map.jpg’

* |In filter bar: “tcp contains map.jpg”
* Follow TCP Stream
* (Take a look at the TCP stream - what is going on?)

._‘ charade_capture.pcap

— O =
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
AW IS RE Qe==F eEEaaanm
[ | tep contains map.ipg <] ~ | Expression.. | +
Ma. Time Source Destination Protocol Length Info
| 7371 381.831549 18.3.68.28 285.188.186.137 SMTP 1434 C: DATA fragment, 1368 bytes
7461 381.523811 18.3.8.268 64.12.242.183 IMAP 1434 Request: 18 append "Sent™ (\Seen) {72234+}

Frame 7371: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits)
Ethernet II, Src: Dell_72:eb:de (5c:26:8a:72:eb:de), Dst: Ciscolnc_2c:5e:68 (@80:25:84:2c:52:68)
Internet Protocol Version 4, Src: 18.3.6.28, Dst: 285.188.186.137

Transmission Control Protocol, Src Port: 54125 (54125), Dst Port: 587 (587), Seq

: 169, Ack: 734, Len: 1368
Simple Mail Transfer Protocol

@ ¥ charade_capture Packets: 7779 - Displayed: 2 (0.0%) - Load tme: 0:0.100 || Profile: Default




Magic Numbers

* File types are identified by a series of bytes at the beginning and/or end
of the file — often called a ‘magic number’ or file signature

e Usually represented in Hex (as in below examples)

Compiled Java class files CA FE BA BE

GIF images 47 49 46 38 39 61 (“GIF893a”)

JPG images FF D8 (start) FF D9 (end)

Unix/Linux scripts 25 21 (#!) followed by path to interpreter
ELF Executables JFELF

MS PE (executable) files 4D 5A (MZ initials for Mark Zbikowsi)

Lots more at https://en.wikipedia.org/wiki/Magic_number_(programming)




Format Conversion

WWW.asciitohex.com
BASE64

/9j/4AAQSkZ|RgABAQAAAQABAAD/2WBDABALDAL =
MChAODQ4SERATGCkbGBYWGDIkIh4p0zQ+
PTo0OThBSY5QQUVZRjg5UmITWWIkaWppP09ze3
Jmel5naWx/2wBDARESEhgVGDARGZBIQzID

—————————————— @78382a5680685026898568981
Content-Type: image/jpeg;

name="map.jpg"
Content —Transfer—Encoding
Content-Disposition: attachmeme:

filename="map.jpg"

. Copy/paste
/95 /4ARQSkZIRGABAQAAADABAAD/ 2wBDABAL DASMC hADD

IVWWIZWVIZWVIZWVIZWVIZWVIEZWXAWAAR -
CAHIApkDASIAAREBAXEB/BQAGWAAAZMBAQEAA

@ Copy to Clipboard

stream

DWV1ZWV 12V 1 ZWY 1 ZWY 1 7Y 1 2V 1 2w 1 20V 1 7Y 1 21V ]
CAH9ApkDASTAAREBAXER/ BOAGWAAAEMBADEAAAALAAALAL
BAMEBgQLBEQcDARCBAEMABBESIQUTMUE IUMWEUCYGREjISab
-:rl::lDRGOT-JSLKJYGENTELIEkadMZISQAGQEBAQE EAQE LA

Hexadecimal
506351 25dce09 dae9dB8ec053892 260290 «

“Copy to

Clipboard”

Convert ‘ Copy to Clipboard ’



Conversion (cont

* Open HxD or other hex editor
* File > New

e Paste hex bytes
* “Save As” desired filetype and open file

W HxD - [Untitled1]

i File Edit Search View Analysis Extras Window 7
3 -

r

m“"' L_' ++ 16 wel | AMSI wel | hex ke

M Untitled1

Cffset (h) 03 04 05 06 O7 08 05 04 OB OC OD OE OF
QQo0000y EQ 00 10 44 46 4% 46 00 01 CO1 00 OO O1
00000010 ™SS--mes=00 OO FF DE 00 43 00 10 OB OC OQOE OC 04 10
00000020 OE COD OE 12 11 10 13 18 292 1B 18 16 16 13 32 24
00000030 26 1lE 2% 3B 34 3E 3D 34 34 3% 38 41 45 SE 50 41
00000040 45 52 46 38 39 52 6F 53 592 el 64 6% &4 &9 3F 4F
Q0000050 73 TE T2 €6 TA SE €7 €% €5 FF DB 00 43 01 11 12
00000080 12 18 15 18 30 1B 1B 30 &5 43 35 43 &5 &% &5 65
Q0000070 &5 &5 €5 €5 €% ©5 &% €% 65 €% €5 6% &5 &5 &5 65
Q0000080 &5 &5 €5 €5 €% ©5 &5 €% 65 €% €% 6% &5 &5 65 65
00000090 &5 &5 €5 €5 €% ©5 &% €% &5 €% €% €% &5 &% FF CO
000000A0 00 11 083 O1 FD 02 99 03 01 22 00 02 11 01 03 11
Q00000BQ ©O1 FF C4 OO 1B 00 00 02 03 01 O1 01 00 Q0 OO0 00

e 0. . 02eC8Ceeee
ECEEcEREEEREEREaR
ECEEcEREEEREEREaR
eeeeeeeeeeeeee?ﬁ

Offzet: CBA1 * Maodified * Cherwrite




Wireshark Utilities

e We'll discuss just a sampling — there are more!



tshark

* Command-line wireshark!

* Provides the command-line functionality of tcpdump/windump with
protocol decoders of Wireshark!

. @ | 78y draymond — -bash — 82x56

Ds-MacBook-Pro:~ draymond$ tshark -h

TShark (Wireshark) 2.0.2 (v2.0.2-0-gal6e22e from master-2.0)
Dump and analyze network traffic.

See https://www.wireshark.org for more information.

Usage: tshark [options]

Capture interface:
-i <interface> name or idx of interface (def: first non-loopback)

<capture filter> packet filter in libpcap filter syntax
<snaplen> packet snapshot length (def: 65535)
don't capture in promiscuous mode
capture in monitor mode, if available
<buffer size> size of kernel buffer (def: 2MB)
<link type> link layer type (def: first appropriate)
print list of interfaces and exit
print list of link-layer types of iface and exit




tshark: Common Options

-h Display help and exit
-D Print list of interfaces
-1 <interface> Name of interface to capture on

—f <capture filter> Capture filter in libpcap syntax

-Y <display filter> Display filter in Wireshark syntax

-P Don’ t use promiscuous mode

-I Capture in monitor mode if available
—C <count> Stop after ‘count’ packets

-r <infile> Read from ‘infile’

-W <outfile> Write to ‘outfile’

-F <outfile type> Default = pcapng

-V Verbose mode



tshark:

<flags>
<config profile>

<autostop cond.>

<protocols>

fields
<fieldsoption>
alad|d|dd|e|r|u|ud

<statistics>

More Options

Disable all name resolution
Specify name resolution (mntd)
Start with specified config profile

duration:NUM - stop after NUM secs
filesize:NUM - stop after NUM KB
files:NUM - stop after NUM files

Only show specified protocols, comma
separated

Output hex and ASCII dump

Format output

Options for output fields/separators
Output format for timestamps

Various statistics on capture



Aside: Configuration Files

| NN preferences
B Configuration file for Wireshark 2.0.2.
#

# This file is regenerated each time preferences are saved within
# Wireshark. Making manual changes should be safe, however.

# Preferences that have been commented out have not been

# changed from their default value.

#H#####H User Interface #H##HHAHHH

# Open a console window (Windows only)
# One of: NEVER, AUTOMATIC, ALWAYS

# (case-insensitive).
#gui.console_open: NEVER

* Text files saved by Wireshark upon config changes; default configs are at
* MacOS: /Users/<user>/.config/wireshark/*
* Linux: /home/<user>/.config/wireshark/*
* Windows: c:\Users\<user>\AppData\Roaming\Wireshark\*

* Can be edited by hand in a text editor
* Usein tshark using -C flag and provide path to configs



tshark: Examples

Standard capture (like tcpdump —-nnvi en0)
# tshark -Vni enO

Capture headers only to file (assumes wired, IPv4 headers!)
# tshark -ni en0 -s 54

Capture and display DNS traffic only (Wireshark display filter syntax)
# tshark -ni en0 -Y ‘udp.port==53 || tcp.port==53’

Same as above using BPF syntax
# tshark -ni en0 -f ‘port 53’



tshark: Read/Write Files

Write to file
# tshark -i en0 -w outfile.pcap

Write to file for 1 hour; write file until it reaches 1MB
# tshark -i en0 -w outfile.pcap —a duration:360
# tshark -i en0 -w outfile.pcap —-a filesize:100

Capture to ring buffer (5 files): 1 MB files
# tshark —-i en0 -w file.pcap -b filesize:1000 -b files:5

Read from file
# tshark -Vn -r infile.pcap



editcap

editcap [ -a <frame:comment> ] [ -A <start time> ]
[ -B <stop time> ] [ -c¢ <packets per file> ]
[ -C [offset:]<choplen> ][ -E <error probability> ]
[ -F <file format> ] [ -h ] [ -i <seconds per file> ]
[ —o <change offset> ] [ -L ] [ -r ] [ -s <snaplen> ]
[ =S <strict time adjustment> ] [ -t <time adjustment> ]
[ =T <encapsulation type> ] [ -v ] infile outfile
[

packet#[-packet#] ... ]

Reads all (or specified) packets from infile, optionally
mangles them, and writes them to outfile.

Can be used to remove duplicates, ensure chronological
ordering, shift time, anonymize captures, etc.



editcap Examples

* To see more detailed description of the options use:
editcap -h

* To limit a capture file to packets from number 200 to 750 (inclusive) use:
editcap -r capture.pcap small.pcap 200-750

* To get all packets from number 1-500 (inclusive) use:
editcap -r capture.pcap first500.pcap 1-500

* To advance the timestamps of each packet forward by 3.0827 seconds:
editcap -t 3.0827 capture.pcap adjusted.pcap

* To ensure all timestamps are in strict chronological order:
editcap -S 0 capture.pcap adjusted.pcap

* To remove vlan tags from all packets within an Ethernet-encapsulated capture:
editcap -L -C 12:4 vlan.pcap no_vlan.pcap



mergecap

mergecap [ -a ] [ -F <file format>][-h ] [ -1 <IDB merge mode> |
[ -s <snaplen>][-v][-V ] -w <outfile>|- <infile> [<infile> ...]

 Combines multiple saved capture files into single
output

e Reads .pcap from various utilities (tcpdump, windump,
dumpcap, etc.)

e Can write to various output formats
# mergecap -F for file formats

* Packets are merged according to timestamp (unless —a
specified)



randcap

randpkt [ -b <maxbytes> ] [ -c¢ <count> ]
[ -t <type> ] <filename>

* Creates a pcap full of random packets

* Used to test packet sniffers and applications to see
how they handle malformed packets

* Types include

* Arp, bgp, dns, eth, fddi, ip, llc, m2m, sctp, syslog, tcp,
udp, usb, tr, and more



Plug-ins

KQ
* If that’s not enough, you can write your own packet
dissectors in Lua or C!

e Cdissector: build a full dev environment and grab
the Wireshark source

* Compiled into Wireshark; very efficient

* Lua dissector:
* Loaded at startup and interpreted; less efficient

* Details and examples on the Wireshark wiki at
https://wiki.wireshark.org/Lua



https://wiki.wireshark.org/Lua

More Hands-on?

* In charade_capture.pcap

* Find the first DHCP request in the capture
* Can you identify the manufacturer of the requesting system?
 Whatis the lease duration?

* What websites are visited?
* Any indication that the user was looking for a new job?

* Find the three emails from in5id3r.thr34t@aol.com

 What is the name of the apparent owner of that alias?
 Who are the recipients of the emails?
 What is the address contained in the image file?

* Any guesses what is going on here?



Questions?



